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Who are we? Proxy setups for apps

Jeremy Allen Throwaway tools that
Rajendra Umadas are all similar

What do we do? O3AOAOAEEI G
Black box Mobile App Introc_jucing: Mallpry
Assessments, Thick Architecture/Design
Clients, Web apps Open Source Tool

Why Mallory Exists?  Demos

*Updated Slides: http://intrepidusgroup.com/insight/mallory
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PrincipalConsultant at
f Intrepidus Group

TeachesSecure Coding
Writes Python Code

Breaks things
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Bitten by security bug In
college

Mobile Application
Security == fun
Legacy Bugs

First (of many) Black Hats






A small demonstration of a task Mallory
excels at



Mobile App Assessments
QUALCOMM/BREW, RIMVinMo, iPhone, Android
Other devices and product assessments (closed devices
Assess applications ON the device as delivered

Network focused attacks required
Web Application Assessments

X$$-- It pays the bills.
Blackboxystuff

Thick client appgJluginsthat talk somehow
Binary protocols



Mobile Applications and Thick Clients
Often just a thick client using HTTP to transport
data
Web Applications
May not be real HTTP (AMF, Other HTTP
encapsulated binary protocols)
Example: Video on Demand with HTTP
Pipeliningz broke most proxies in some way




The above targets sometimes use proprietary
transport protocols.

It may be hard to force a thick client or
mobile app to tunnel data through HTTP
proxy even If they use HTTP for transport

Web Apps may use ActiveX, Flash, or various
other modules that add nostandard traffic
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Many small scripts per engagement

Throwaway code peengagement
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change the code easily
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Binary protocols
Multiple streams stuffed into one SSL socket

Example: SSL protected phone applications,
SSL VPNs
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Gather Data
Figure out what we need
Server IP(s)
Server Port(s)
TCP or UDP?
Buffer sizes???
Any other anomalous characteristics
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File Edit View Go Capture Analyze Statistics Telephony Tools Help
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Source port: 58073 Destination port: 46497
Source port: 58073 Destination port: 46497
Source port: 58073 Destination port: 46497

© & @ Follow UDP Stream
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ARP Spoofing

DNS Control
Routing / NAT / Mangling

Protocol specifiproxying

16






18



