


ÁWho are we?
ÁJeremy Allen
ÁRajendra Umadas

ÁWhat do we do?
ÁBlack box Mobile App 

Assessments, Thick 
Clients, Web apps

ÁWhy Mallory Exists?

ÁProxy setups for apps
ÁThrowaway tools that 

are all similar

ÁȰ3ÃÒÁÔÃÈÉÎÇ ÔÈÅ )ÔÃÈȣȱ
ÁIntroducing: Mallory
ÁArchitecture/Design
ÁOpen Source Tool

ÁDemos
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*Updated Slides:  http://intrepidusgroup.com/insight/mallory



Other than carbon-based multi-cellular life forms
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ÁPrincipalConsultant at 
Intrepidus Group

ÁTeaches Secure Coding

ÁWrites Python Code

ÁBreaks things



ÁYounginȭ ÏÆ ÔÈÅ ÇÒÏÕÐ

ÁBitten by security bug in 
college

ÁMobile Application 
Security == fun
ÁLegacy Bugs

ÁFirst (of many) Black Hats
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ÁA small demonstration of a task Mallory 
excels at
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ÁMobile App Assessments
ÁQUALCOMM/BREW, RIM, WinMo, iPhone, Android

ÁOther devices and product assessments (closed devices)

ÁAssess applications ON the device as delivered

ÁNetwork focused attacks required
ÁWeb Application Assessments
ÁX$$ -- It pays the bills.
ÁBlackboxy-stuff
ÁThick client apps/pluginsthat talk somehow

ÁBinary protocols 
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ÁMobile Applications and Thick Clients

ÁOften just a thick client using HTTP to transport 
data

ÁWeb Applications

ÁMay not be real HTTP (AMF, Other HTTP 
encapsulated binary protocols)

ÁExample: Video on Demand with HTTP 
Pipelining ɀbroke most proxies in some way
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ÁThe above targets sometimes use proprietary 
transport protocols.

ÁIt may be hard to force a thick client or 
mobile app to tunnel data through HTTP 
proxy even if they use HTTP for transport

ÁWeb Apps may use ActiveX, Flash, or various 
other modules that add non-standard traffic
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ÁȰ2ÏÌÌ ÙÏÕÒ Ï×Îȱ ÃÌÉÅÎÔÓ

ÁMany small scripts per engagement

ÁThrowaway code per-engagement

Á3ÏÍÅÏÎÅ ÅÌÓÅ ×ÒÏÔÅ ÔÈÅ ÐÒÏØÙ ÁÎÄ ×Å ÃÁÎȭÔ 
change the code easily
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Á)ÔȭÓ ÎÏÔ ÕÓÉÎÇ (440ȢȢ ×ÈÁÔ ÉÓ ÉÔ ȩ

ÁBinary protocols

ÁMultiple streams stuffed into one SSL socket

ÁExample: SSL protected phone applications, 
SSL VPNs
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ÁGather Data
ÁFigure out what we need

ÁServer IP(s)

ÁServer Port(s)

ÁTCP or UDP?

ÁBuffer sizes???

ÁAny other anomalous characteristics
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ÁARP Spoofing

ÁDNS Control

ÁRouting / NAT / Mangling

ÁProtocol specific proxying
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